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Honeynet Security Console2 [0S, &3ate 27, Unix AIAEICl syslog, TCPOump S CHF&t
Bot &390 27 HBE FEoIH A2t 2LIHYEES f8s = JAT=E A ANAHOZ
2EO ESM AIAEOICH. Snort DSt HESS S0 S0 st SH 2, B 24
nslookup, whois, ping & XA A=A E2E HERID RECE XN& JIsS ZEg0ot
D UACH, &2 23 24 JIsS MB6tH ZME OIHEN et &A 24S XIS
JIZ0 Snort A0 &4 AMEZY ACIDO HIoH Oledotl H&AQ AR LEHHOIAS

XI2otod && 1080l 2X = #lgsS M3ots A0l SHOICH..

3. =7 =H|

Jt. WinPcap - http://www.winpcap.org/install/bin/WinPcap_3_1.exe

Lt. MySQL win32 - http://www.mysal.org/ @ MySQL 4.1

Ct. Snort win32 - http://www.snort.org/dl/binaries/win32/Snort_243_Instal ler .exe
et. .NET Framework 1.1 - http://www.microsoft.com/

OF. Honeynet Security Console — http://www.activeworx.org/downloads/hsc.v2.6.0.msi
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Jt. WinPcap & Xl
HHY =20 WinPcap= & XIStCh.
WinPcap 2 8= 2! ™ 2t01E2H2lQ! libpcapll window HE 22 SnortJh TH3! V™E
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Lt. MySQL Win32 &XI
MySQLE Z& DBMSZ Snortol 2Lt OIMIEE MEGH| o Hs=ET. 3. &5 ZHI
MySQL 241 AOIENA ZABES CH2&0F £XI&tCH. O [H MySQL 5

A a8t = E Uz
X EEE F2GHA. MySQL 5 = 20K HE HEOIYR2M Snort 2.4.3 el HAS0H
22 SHIF UCH MySQL 4.1.15 = &M AZ0AM ¢t HE S zd HE02ZZ 0 BHE
£ AMEZot=S ot
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MySQL win322l 2&=Z2 oM = setup.exeE A SHSHCE.

ﬁ‘ MyS0OL Server 4.1 - Setup Wizard

Welcome to the Setup Wizard for MySQL
Server 4.1

The Setup Wizard will install MySQL Server 4. 1release 4.1.15
on your computer. To continue, click Mext.

WARNING: This program is protected by copyright law.

AN

MysoL

Bac [ onext> [ Cancel

J8 1 MySaL €X1 =01 3tH
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ﬁl My50L Server 4.1 - Setup Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

— Comman program features will be installed. Recommended for
' L) general use,

() Complete
- All program features will be installed. (Requires the most disk
N ‘f: o 2 space)

O Custom

- Choose which program features you want installed and where they
o i E will be installed. Recommended for advanced users.
-

[ < Back ” Mext > ] [ Cancel
8 2 MySQL EX S8
ZEHOZ HX| QJAIE 2= StHO| UH2H [Install] 2 SEHSICEH.
ﬁ! MyS0OL Server 4.1 - Setup Wizard
Ready to Install the Program /
The wizard is ready to begin installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
Current Settings:
Setup Type:
Typical
Destination Folder:
C:WProgram FilesWMySQLYWMySOL Server 4, 1
[ < Back “ Install i [ Cancel
8 3 41 &l
dx = S0l 2= & =0 Oteiet 201 MySQL ALOIEN CHet S5 &0l
MySQL AFOIEN SZEotA ot MEXLE JIE S8 AISX2tH 22 2 JiQ
otEl, = EMUM= SE= otk %S HE0EZ BN SES S

=
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MySQOL.com Sign Up - Setup Wizard

MySQL.com Sign-Up

Lagin or create a new MySQL.com account.

Please log in or select the option to create a new account,

O Create a new free My5QL.com account
If you do not yet have a MySQL.com account, select this
option and complete the following three steps,

() Login to MySQL.com
Select this option if you already have a MySGQL. com account.,
Please specify your login information below.

Email address:

Password:
[ MNext > ] [ Cancel
J8 4 AHEX S5 3tH
dX &2 Al OtcH2t 20l MySaL &&= AIEE X 2 =0, UE2E HH=2 e 4
£ 2% 4EZ [Finish]E FEL.
ﬁ' MyS0OL Server 4.1 - Setup Wizard
Wizard Completed
Setup has finished installing MySQL Server 4. 1. Click Finish to
exit the wizard.
Configure the MySQL Server now
Use this option to generate an optimized MySQL config
file, setup a Windows service running on a dedicated port
and to set the password for the root account,
MySQL A& SHOAM [next]E HEGIH Ottt 201 &8 882 2= sHO0| LIEHLCH
CIZE &EHQ! [Detailed Configuration]S SEiGIH M2 AIEES ZHGHES GHAL.
-4 - s
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MySQL AHH A2 =
ot =ICH. Snort JF 2LIHE & HE

23
2 2HI LB LEE s HdE8ot= = &tlt.

MySQAL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4, 1 server instance,

Please select a configuration type.

(*) Detailed Configuration
4] Choose this configuration type to create the optimal server setup for
! _-._I this machine.

() Standard Configuration

% Use this only on machines that do not already have a MySQL server
> installation. This will use a general purpose configuration for the

server that can be tuned manually.

[ < Back ] E Mextz | [ Cancel

6 €8 38 45 3¢

HOA CIZE g2 [Developer Machine] @2 HIZ22IE ZIASot0 At
el EcimOol =X 209 C2

Moo

E gte

MyS0L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4, 1 server instance,

Please select a server type, This will influence memary, disk and CPU usage.

(©Developer Maching
- This is a development machine, and many other applications will be
run on it, MySQL Server should only use a minimal amount of
memaory.

() Server Machine

Several server applications will be running on this machine. Choose
j this option for web/application servers, MySGQL will have medium
MEMary usage.

() Dedicated MySQL Server Machine
This machine is dedicated to run the MySQL Database Server. No
other servers, such as a web or mail server, will be run. MySQL will
utilize up to all available memory.

[ < Back ] [ MNext > ] [ Cancel

8 7 WSAL A8 /&

MySQL LH= DB Q&0 CHolt &Eict= Otciet &= 330l L

[Multifunctional Database]ZS & EM&EHCE.

=
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MySQAL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4, 1 server instance,

Please select the database usage,

General purpose databases. This will optimize the server for the use
- of the fast transactional InnoDE storage engine and the high speed
MyISAM storage engine.

() Transactional Database Only

= Optimized for application servers and transactional web applications,
I~ _ This will make InnoDE the main storage engine, Note that the
UW MyISAM engine can still be used,

() Non-Transactional Database Only

——| Suited for simple web applications, manitoring or logging applications
_m’f as well as analysis programs. Only the non-transactional MyISAM
storage engine will be activated.

[ < Back ] [ MNext > ] [ Cancel

O 8 DBMS =&

MySQLOl LHRE 22 AtEct= W0 AXIE /AXE S2=0, BEs S20122 CleHelE
KIESCH €52 =2t01B0 JUTHH o =2tolE(0fl: D:wMySAL)E2 XIZWF=H ote ClA
3 H2 &5 H0M 242 0SS 2 & ULt

MyS0L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4, 1 server instance,

Please select the drive for the InnoDE datafile, if you do not want to use the default settings.

InnoDB Tablespace Settings

" Please choose the drive and directory where the InnoDE tablespace
should be placed.

|C: [v] |Installaﬁ0nPaﬁ1 [v]E]

Drive Info
Yaolume MName:
File System: NTFS
| |

[ 24.5 GE Diskspacs Us=d [] 1.1 GB Fre= Diskspace

[ < Back ] E Mextz | [ Cancel

J8 9 €X 9IX NE s

MySQLOI CHel SAl 8= =2 Zdote FE0A U2E st= MSolc FAotL 2 2A 0

ME [Manual SettinglS MEi6IH SAl &% 15 WE KIHSIHLH.

fa—
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MyS0L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4, 1 server instance,

Please set the approximate number of concurrenct connections to the server,

) Decision Support (DSS)/OLAP

o Select this option for database applications that will not require a
@ high number of concurrent connections. A number of 20 connections
() Online Transaction Processing (OLTP)

will be assumed.

Choose this option for highly concurrent applications that may have

at any one time up to 500 active connections such as heavily loaded
web servers,

Please enter the approximate number of concurrent connections.

R

A,

Concurrent connections:

< Back

J

MNext > ] [ Cancel
08 10 SAl B 4 23 39
MySQLS &2 named pipedt Ot HERKIDE Soll 858 =~ UAEE ZEE &M=
st oY s&= oiMol== A0l 2t & S0 dt&EAGHL Snort 218 &2 X0
T ZLHY & = AEE i sSE= dE=iECt.

rr

x

MyS0L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4, 1 server instance,

FPlease set the networking options,

Enable TCP/IP Networking

E Enable this to allow TCP/IP connections. When disabled, only local
0

connections through named pipes are allowed.

Port Number:

X

< Back

J

MySQLel AtE 2Kt

SHES dEEH.

(D]

rol

MNext > ][ Cancel
8 11 WSOL WIERT N3 ZE &3
N2 oo ez ZFE PYStL 82 XN& S Dot 28 M

=
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MyS0L Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4. 1 server instance.

Please select the default character set,

() standard Character Set
Makes Latin1 the default charset. This character set is suited for
English and other West European languages.

(+)Best Support For Multilingualism:

| Make LTF3 the default character set. This is the recommended
character set for storing text in many different languages.

() Manual Selected Default Character Set / Collation
Please specify the character set to use,

[ < Back ] [ MNext > ] [ Cancel

8 12 24 €3 31HH

A2 HZE DHOICH MySAL AHHE S22 ARG AdiM= CIZE gtel [Install As
Windows Servicel2 2AUE SCh. &= mysql A& XAS 2L 2ES| ol)l AcHA
[Include Bin Directory in Windows PATH] S&&T A EHSHCH.

MyS0L Server Instance Configuration Wizard

1=
o
|
ol

MySQL Server Instance Configuration

Configure the MySQL Server 4. 1 server instance.

FPlease set the Windows oplions,

Install As Windows Service

This is the recommended way to run the MySQL server
(D on Windows,
Service Mame: MySQL .

Launch the MySQL Server automatically

[¥]Include Bin Directory in Windows PATH:

Check this option to indude the directory containing the
server [ dient executables in the Windows PATH variable
so they can be called from the command line.

[ < Back ] [ MNext > ] [ Cancel

J8 13 MySQL MHIA & F

OIFl MySOL 2r2lXt IHARISE AXE X2lCh MySQLOl BOHS SlAIGH| AIRGHD USS
BOIFE R20/CH BN CBEZ AY ASXIH SRS 2 2ol AY ASIE o
SHo2 MEGH| MU= MADIX SCh MySOL 221K HEQ root O HARES =5

ot Oed2 &==2 &F0obA.
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MyS0L Server Instance Configuration Wizard
MySQL Server Instance Configuration .
Configure the MySQL Server 4, 1 server instance, g
FPlease set the security options,
Modify Security Settings
Mew root password: e Enter the root password.,
| roat |

Confirm: ~ [Emmsssss | Retype the password,

[]Enable root access from remote machines

|:| Create An Anonymous Account

This option will create an anonymous account on this server. Please
note that this can lead to an insecure system.

[ < Back ] [ MNext > ] [ Cancel

J8 14 22l AE 25 €3

& LF0| 2] HE SHOICH. OIMMAL ZFHol SHIF AU [Execute] & o
Bioty, €2 =ZE A0l AT M2-HH OE HES SEHEU.
MyS0L Server Instance Configuration Wizard
MySQL Server Instance Configuration .
Configure the MySQL Server 4, 1 server instance, g
Ready to execute ..,

() Prepare configuration
() wirite configuration file
() Start service

() Apply security settings

Please press [Execute] to start the configuration.

[ < Back ] E Execute | [ Cancel
J8 15 23 43 &= &M 3iH

OlMl 2|5 £30I 2= AL

-9- =
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MySQAL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4. 1 server instance.

Processing configuration ...

(¥ Prepare configuration

o

(4 Write configuration file (Civ

(W] Start service

(¥ Apply security settings
Configuration file created.
Windows service MySQL installed.
Service started successfully.
Security settings applied.

Press [Finish] to close the Wizard.

8 16 23 43 a8 ¢

X0t 43H22 UK 26| AME [AF]>[A>H]S L850 ‘ond 2 2
Ce Z8d F= 210 OtcHet 20! mysqlOfl o228 =L

B C:wWWINDOWSWsystem32Womd. exe -|O ﬂ
Microsoft Windows BP [Version 5.1.26881
(C» Copyright 1985%-2081 Microsoft Corp.

C:WDocuments and SettingsWswbae’mysgl —u vroot —p

Enter password: e

Welcome to the MySQL monitor. Commands end with ;5 or HWg.
Your MySQL connection id is 2 to server version: 4.1.15-nt

Type 'help;’ or 'Wh' for help. Type 'Wc’ to clear the buffer.

mysgl> guit
1

C:Wlocuments and SettingsWsubael

Ct. Snort Win32 £ X
‘3. £ =HI” A o= gl
TZ O GPL 2loldlA =OoI0 =2t LI Ofeiet 20l DB 9= AF0 ol == 3
%}

o
[@2]
>
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b
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g0l Lhesdl, & SMUA= MySQLt
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S22 YO{2tCt.
(7 Snort 2.4.3 Setup M=
Installation Options -
Select which configuration options you want installed (,J
All Windows versions of Snort already contain support for logging to MySQL and ODEC
databases, Please select any additional functionality that vou desire,
®;[ do not plan to log to a database, or I am planning to log to one of the databases listed |
ghove,
OI need support for logging to Microsaft SQL Server. Mote that the SQL Server dient
software must already be installed on this computer.
OI need support for logging to Orade. Mote that the Orade dient software must already
be installed on this computer.
’ < Back ” Mext = l [ Cancel
T8 18 Snort DB s & 3P
Axg IIKE DAl CE2EEZ Aot Us2=2 I, Snort Xl CIHHZE 2=
2tHO0l U, O2E & Rdotlt U440l dot= O CEHeE d8di=0E =L,
AU Snort && MOA ofe Claifelel E0 225 & X06tJ| MHE0l, Snort €82
HSHA Gt fIiM=  ‘C:WProgram Files” M CIEEH2IY0l 210 =&s R0l &XIGHA
H= 20l E0. 2 EMHM=E C2E 32 C:#SnortE S E4GHRILE.

(7" Snort 2.4.3 Setup M=
Cheoose Install Location -
Choose the folder in which to install Snort 2.4.3. (,J

Setup will install Snort 2.4, 3 in the following folder, To install in a different folder, dick Browse
and select another folder. Click Mext to continue.

Destination Folder

i

Space required: &, 3MB
Space available: 31.0GE

’ < Back ” Mext = l[ Cancel

a8 19 X1 o=dee X3

- 1l- ;-"—i#sfcumrv
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Ol Ml Snort AXIJt 22 E/ACH. Xl 2z = U= 20et &Y ZAM= WinPcap 2 &X
ofiof 8tCt= ot 2272 Rcle 0101 EXxlstHe2=2 A20| SiCt.
77 Snort 2.4.3 Setup g O

Completed

Show details

% 20 Snort &X &2 3H

ct. HSC &XI
ZFEO0 0I0 .NET Framework JF Z2UCHH OIR ZHIIb ALt ZAJAX &LCHH 0t0I3
ZATE AOIEOIA .NET Framework 1.1 MEHE Jis HES CI220F &Xlst, 2ol &
T2 YHOIEE &St .NET Framework 1.1 MHIAZH(SP 1) AXISHC.

HSCOt WX 22 NET FrameworkOl ©/E5tI| & OIC.

OlMl activeworx At S HIOIXIOIA Honeynet Security ConsoleS Ct2E0t & XIGHAL.
Ol A 2PN S2AE HE6tD US2x YUIIA, AP ZSXg A% D2 220 ol
NAHSH S HESH 3822 02ttt X CAEHeE 2= 3¢

CleitelZ2 dHdaiF=HL CIZE dHulN CSS d=stlt.

sk
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ﬁ' Honeynet Security Console - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or dlick Change to install to a different folder

Install Honeynet Security Console to:
'

G C:'Program Files Wactiveworx WHoneynet Security Consaole

“ Mext = [ Canicel

[ < Back

ClsiHel d=

a8 21 &X
Ch. GteF Ot

Q2 &
—

SIHUM [install]2 MHEHGHH Ol2Het 20| =E &EXIDt
1 Chart FX 2t&d olled BIAIKIOF LEEFLEFS . NET Framework JF

OI=0 L=
ciet 22 SHO0| LIEHLIA &
XX 22 AOILl DI0I2AZ2AZE AIOIENA G220t AXIotES StCt.
ﬁ' Honeynet Security Console - InstallShield Wizard
Installshield Wizard Completed
The Installshield Wizard has successfully installed Honeynet
Security Console, Click Finish to exit the wizard.
8 22 &1 2= siH
OlMl JI2&Q AXl= 2= &AL Snort, MySQL, HSCE &S5 H=E XHAICH.

Jt. Snort &3

=
-— § SECURITY
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Snort AXl ClEEe2l(2 2AM0UlAE C:#WSnort) OfeHel etc CI2EZIN 29 snort & It
2ol snort.conf IOl RULH.

e A& mMY0A var HOMELNET 220 SLIEHEE UWERI tHEs H4FEC. HE S¢
CIZEgt2l var HOME_NET any £ var HOME_NET 10.1.2.0/24 1t 20| =&XotH &L},

29 A0 AT #AH022 H4F THLO0IA var RULE_PATH 220l snort EXIS ClI2EH
clE B 2= &FSHCHOI: var RULE_PATH c:WsnortiWrules).

classification.conf & snort Z&UWU ZTE Z&oIESE SFESCHO:  include

c:Wsnor tWetclclassification.config).

reference.conf & snort EWU ABA2E  EESESE  FECHO: include
c:Wsnor tWetclreference.config).

Fot2 oY 23 IMY0A snort EXIE Cl2EHEIE &6t /) 2XNE HOM &=
Cleieel 2 ‘W 2 UHHECH E &% ‘include $RULE_PATH/local.rules’ £
‘include $RULE_PATHWIocal.rules’ = B1ZEHCE.

Lt. Snort & &X
Snort EX S8 4&XIg XteoICt. Snort B4 AFOIE(http://www.snort.org/pub-
bin/downloads.cgi)MlA Snort EXl £E2 G220t =2 GHAMSEHCH. 201 WM S doc
CIE2EH ISt rules CIEECIOF MAT =0, rules CIEEHCI Olotel W E Snort &XI CIE
El2l2l rules Cl2lE el (c:WsnortWrules)Ol =Atot], docWsignature Cl2ME{el Olotel mte
2 Snort AXI Cl2&E{2lQl signature Cl2lE 2l (c:WsnortWdocWsignature) Ol = AFSHCEH.

Ct. Snort 2 MySQL &
Snort 2t MySQLE HS& X+l OICH.
HXA snort 22 OIHIES XMAE MySQL db2t tableZ2 SHE X 0F al22 [AIZ]>[AS ]
b

M emd 2 AR BYHM S D OteHt 20| snort It AFE2E do £ MASHCH. DB
g2 22 g otJ| Ao snort2 SFOIAU2M, ALZ ROt t= &2lol 0l§2 A5t
e 0+

B C:WWINDOWSWsystem32Wcmd. exe o x|

C:#Documents and SettingsWswhaenysgladmin —u root —p create snort
Enter password:

C:WDocuments and SettingsWzwbael

2 23 Snort DB M A

Ol Otchet 20l Snort JF HEXH2=Z AME6t= DB HIOIE S2 AJIOHE ddstlt.

SECURITY
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B C:wWWINDOWSWsystem32Womd. exe -|O ﬂ

C:¥Documents and SettingsWswhbae>cd WenortWschemas

C:Wenorthschemas >mysql D snort —uw root —p < create_mysgl
Enter password: MeEsEsesss

C:WEnorthschemas >

2 24 Snort DB AJ|0F MA

snort.conf IFLOIIAl  ‘output database: log, mysal, user=root password=test dbname=db
host=localhost’” 1t 20l T U= BES 20t FA(#)2 ML, HAKE 220 0
SO0l 28 MySQL AR ES &2 StCH. doname Ol= DB A& Al AtE8H DBEE ALESHLY.
HHNWAE S0 2L,

output  database: log, mysal, user=root password=[password]  dbname=snort
host=localhost

OIAl Snort2t MySQLSl s ZH0l === AL

= 55| A et

B S IREN X UERD JHHEE

HEEA=K &olot)| fAohM= snort HBNH ZZ2 1S ALE0t0 2 Atol OF
o

4
OtE Xt

B C:WWINDOWSWsystem32Womd. exe -|O ﬂ
C:¥#northhin>snort -

P —%*> Snort? (=
[ AL Uersion 2.4.3-0DBC-MySQL-FlexRESP-WIN32 <(Build Zb>
rres By Martin Roesch & The Snort Team: http:/swuw.snort.orgsteam.html
(C» Copyright 19982885 Sourcefive Inc., et al.
MOTE: Snort’s default output has changed in version 2.4_11%
The default logging mode is now PCAP,. use "-K ascii" to activate
the old default logging mode.

Interface Device Description

1 WDeviceWNPF_GenericDialupAdapter (Generic dialup adapter)

2 WheviceWNPF_{415B1CE6—8A87-4B6B—8C1C-5B25AC?S5FASCY (UMuware Uirtual Ethernet Ad
apter>

3 WheviceWNPF_{7EF6F566—A117-49D7-AFB?-18E661CF3586} (UMuare Uirtual Ethernet Ad
apter)

4 WheviceWNPF_{31B41899-AC71-4D14-B2EE-2B363BASADBE} (Realtek RTL813%9-81Bx Famil
y Fast Ethernet NIC (Microsoft’'s Packet Sched
uler> >

4942
2 1K

8 25 WESA 3t &el

HERZ JtEJF SMEHRALH, 0f S e 28, 20es It WESRIA ItE, OHAl

o
S olge wItSQl 22 o &

Ct 2
O HER/D U022 Ofeet 22 FEHE 2ot Snort €8 L& o HHFE

|
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B C:WWINDOWSWsystem32Womd. exe -3 ﬂ

C:WSnortWhinksnort —T -1 citlsnortWlog —c ciWsnortWetcWsnort.conf —-i 4

02 26 Snort && M AL

2 542 Q0= sy 2L

-T 38 : Snort &8 It & R HAE

S8 0 20 I HE /X, MySQLE AIE56t22 XA snort X ClElE el 0late
log CleiHelE KA.

-¢c =8 : Snort £F I AXI, LEIHOZ c:isnortitetciisnort.conf.

=
- i 88 ZUHEE UWESRIZD JIES s, -Ws8 24E Soil NEotE #35.

()

FragTrackers Dumped:
Fraglrackers Auto Freed:
Frag Hodes Inserted:
Frag Modes Deleted:

Snort exiting

C:WSnortibink

20OE 0l AKXl 810l Snort exiting BIAIKIOF LHEFLIE &3 IOl OtF 2HOF 8t
= 2|0I0ICH. 2FeF Oilcd OIAIXIOF LFEFEHCHE Sport &8 IME S UAl 2HEES &

ck. HSC 2F MySQL &
HSC2H MySQLES S At OICH
HSCE UWR X2z 852 DBE AME0EZ OteHet &0l HSCOt Ar=2E DBE 48T, HSCOt
Olgot= DBl CIZEZE=2 aw_hsc OICtH.

B C:wWWINDOWSWsystem32Womd. exe -|O ﬂ

C:Wenorthhin>mysgladmin —u root —p create aw_hsc
Enter password: M

C:WEnorthhin>

18 28 HSC 8 DB &4
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OlMlI Oteiiet 20l HSC JF HREHSZ AtEGSt= DB HIOISE S8 AJIOHE e &tCt.

B C:wWWINDOWSWsystem32Womd. exe -|O ﬂ
C:#northhin>cd C:WProgram FilesWictiveworxtHoneynet Security ConsoleWschema

C:WProgram FilesWActiveworxtiHoneynet Security ConsoleWschemaimysgl -D aw_hsc —u

vroot —p ¢ hsc.vlB4d_sqgl
Enter password: e

C:WProgram FilesWictiveworxioneynet Security ConsoleWschema’

J8 29 HSC 8 DB AJI0H M4

HIESIHO| HSC 010|222 26t T2 )¢S AssH Ofefet &0 219! 3540] LIEHGH
Ct. UsernameOil= MySQL 22l XtH QI rootE, Passwordll= Ol& 0 &&SH MySQL 22l X+ IH
ARQEE Y=0. IP Addresse= 2 SMUIM= KAl AEEHC 127.0.0.1 & X & StCH.

=2 S

HSC Login : . . i X

Username root

Primary Database Details |

IP Address 12700

Port 3306

Databaze Name aw_hsc

Version: 2.6.0

a8 30 23¢9 stH

24 0l & Zl=0 EA02EZ =tk 21, OteH2t 20l SnortIt

At
o
T2 3} 2Z9| [Resources]E MEIGHH 0| QelH

2
=)

of X8 219! of
AFZ3l= MySQL DB
M [Databases]Jt LIEFHCEH.

Tl
o
J
rol
O
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% Honeynet Security Console ‘__”E]ﬁ
File  “iew Options Help
P e @ Fai (g ™ i TimeFilter 24 Hours ¥
Wiews |
o ‘&= Resources lﬂ
e [+ =
e - ) DatabEges
Task Manager
v]
< 1 | (2]
i& Resources ;

% 31 MySQL DB S5 E Xt 1

[Databases] & et

= 0IRA QEX HEZ2 23 0feliet 20| Add database Jb LIEF
“HCE
% Honeynet Security Console I__"E]m
File “iew Options Help
P e O e i g ™ : Time Filter 24Hours w
Sy il ‘& Besources e
% Z 3 4 0 )
Datab ][ I
HETLEE ~@bae |@, Add Database
2 3 W
Task Manager e
[v]
B I [2]
[ Resources | |
8 32 WySQL DB S8 & Xt 2
OlHM LIEtLI= SHHOIA OFeH atHL 20| oY 22 L JIgst = K HES 0.
Ol [ Database Name &2 HXM [Fill Databases] HES 226t UH LU= ClAE

(4

= Snort Jb AI=26t= DB (Oll:snort)S NESIES FO6HC.
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Event Database Mame | snart

Description | Metwark 105 |

Connectivity | _Security, | Server info |

Database Server |MS-'SO|— |

Database Type |ﬂ D3 |

Schema Type [ Snort 2% (v106) |
127001

3306

Fill Databases

B

oK | [ Test

| | Cancel

J8 3B MySaL Hs FE Dl

HSCOF MySQL & =0l d=otE Ofeet 20l
O 10S OiI=JF F=It&lCh.

DS Sensors 2t= &=0|

File “iew Options Help

Y #® & Time Filter 24 Hours

i

>

Drag a column header here to group by that colum

Resource Wiew - 1 E

D' Mame Tvpe |

» | snot @ IDS  Metwork IDS

% 34 Snort A

tE MySQL DB & &3

2Z0 FIotE I0S H=E 2% Otefiet 20! I0S OIME Z2LIHE

=+

oF &= =t
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'/ Honeynet Security Console Joed

File “iew Options Help

N e @ Fe i GG ® ! Time Filter 24 Hours »
e o ——— T —— i

Views a . |
51 1DS Events

dC |0 XEE
& [J ignor;

>

Resources

> LA

Task Manager

Resources

J8 35 I0S 2UEHE FHI

botel OisoF E2l0d, 10S 2LEES

(o

e EOA + HES =28 Ot 20| O
&

_l_
st =HIJr 22 &0

-

'/ Honeynet Security Console Joed

File “iew Options Help

N e @ Fe i GG ® ! Time Filter 24 Hours »
e o ——— T —— i

Views n |

>

51 1DS Events

A [ecaieixms
s = (3 gnor;

|=| Event Overview =
% # &z Unigue Events

# = List Events
Resources -4 Graphs
e A 04, Search B
Task Manager

Resources

8 36 IDS 2LIHE =H &=

OF. Snort &8 Y 2LIHE

-20- ;ly?écumw



Snort+MySQL+HSC ¢S J10l&E

Ol 23X 2=Z SnortE AtEE Xtell0ICH.
XN30Ke 2= 4ol E ASketdE 230 2HIt gl 22z =0,

Oteiet 20l SnortE & SSHCH.

C:Whocuments and Settingsiswbaecd WesnortWhin

C:Wenortihin>snort —c¢ c:WsnortWetcHsnort.conf —-lc:Wenortilog —1i 4
Running in IDS mode

Initializing Metwork Interface WDeviceWMPF_{31B41899-8C71-4D14-B2EE-2B3
H

——== Initializing Snort ==—
Initializing Output Plugins?
Decoding Ethernet on interface WlevicetNPF_{31B41@99-AC71-4D14-B2EE-2H3
H

Initializing Preprocessors?
Initializing Plug—ins?t
Parsing Rules file c:WenortWetcWsnort.conf

++++++++ 4 H AR AR AR AR AR R AR
Initializing rule chains...
[Flow Configl

8tats Interval: @

Hash Method: 2

Memcap: 184857608

Rows = 4899

Overhead Bytes: 16488¢(xBA_16>

B C:wWWINDOWSWsystem32Womd.exe - snort -c c:¥WsnortWetcWsnort.conf -lci... - |0 ﬂ

% 37 Snort &8l

=Faol = MEXCHH Snort &3 20l &K HHote FEOHUA -T &2 KA
B FOlEts HE 2 & US A0ICH
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B C:wWWINDOWSWsystem32Womd.exe - snort -c c:¥WsnortWetcWsnort.conf -lci... - |0 ﬂ
B

Rule application order: —ractivation—->dynamic->drop—>alert—>pass—>log

Loy directory = cilfsnortilog

——== Initialization Complete

—#*> Snort? (=
Uersion 2.4.3-0DBC-MySQL-FlexRESP-WIN32 <(Build Z&>
By Hartin Roesch & The Snort Team: http:/swuw.snort.orgsteam.html
(C» Copyright 1998-2885% Sourcefire Inc.,. et al.
MOTE: Snort’s default output has changed in version 2.4_11%
The default logging mode iz now PCAP. use "-K ascii™ to activate

the old default logging mode.

-
W oy

0 >
yasa

2 38 Snort &8 2 314

2t DUIHEO0 Jtsetkl A4HED| 2o, HAE AJMUE

[

2% TRIF HEo| HASHO AA

b

o

Ol8ol AdE HEES

Snort

OF &t
MySQL 2 S0l SHMIE A= AROILl, MySAL €&, Snort 28 Y S= BHHEES StCh.

S2 SAE0l FAXNHA HO| ATEH Snortet

n

ot MySQLSl H S0l SHMIt 8123 AJHd =& S0l OteHet 20l
Ck.

oter GHE 3HHOU insert 2

|
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Rule application order: —ractivation—->dynamic->drop—>alert—>pass—>log
Loy directory = cilfsnortilog

——== Initialization Complete ==—

—#*> Snort? (=
Uersion 2.4.3-0DBC-MySQL-FlexRESP-WIN32 <(Build Z&>

(C» Copyright 1998-2885% Sourcefire Inc.,. et al.
MOTE: Snort’s default output has changed in version 2.4.1
The default logging mode iz now PCAP. use "-K ascii™ to activate
the old default logging mode.

B C:wWWINDOWSWsystem32Womd.exe - snort -c c:¥WsnortWetcWsnort.conf -lci... - |0 ﬂ
B

By Hartin Roesch & The Snort Team: http:/swuw.snort.orgsteam.html
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