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File Edit  dew Capture  Analyze Statistics Help

=10l

B Ple] S]] S[E[2] alala] #5

1 @&l

Mo, Time I Source I Destination I Protocal I Infa
N I =
/
Filter:l ..-’I Add Etpnession...l Clearl ppply" FReady ta load or capture Mo Packets

<ad 2-1>

=101

- Capturs

Interface: INDIS A.0 driver : '\.Device\NFF_{BmuBGEﬂ

Link-lzver headertype: | Bhemet | |

[~ Capture packets in promizcusus made
__IEmi‘t each packet to Iﬁa "} bytes

Captura Filter:l Ihost 210.123.39.85 or ether host 00:50:0f dD044:25

~Capture filaz) ~Dizplay options
File: I Bmwsel = Epdate list of packets in real time
| Wse ring buffer  Number of files ID "}

= [ Automatic scrolling in live capture
_|| Rotate capture file everny |1 "} second(s)

~Capture limits

~Mame resolution

™ Enabla MAC name resolution

_|| Stop capture after "} pachket(s) capturad

Il
Enable netwark Iuti
_|| 5top capture after Il "} kilobyta(=) capturad o Ena & NEtWork hame fesolltion
Il

_| Stop capture after -} second(s) I~ Enable t_mnsport namea resolution

Help | Ok I Cancel
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TCP/IPE S5l T2EZES F=1) 2#oO8Z PCAS TCP/IPSl IH
2 CISF 20| ol =Ct. Caption Filter8 22X CISW

=101 %]

Delete |

Filter

- Properties

Filter name: Inateon

Filterstring:l o=t 210.123.30.85

5 or ether host 0050 :bf :d0-44.25 |

Help | Ok I Sawe Close I

Option2 &3&ot)| /o & a2l PC2l IP Address?t Physical AddressE 2 0t0f

<adg 2-3>

o

Ct. 1 22 Sot™ Filter string=2 G313 20| J1 Y stCt.
(IP

Filter string : host

grot 3l =7 o

Address) or ether host (Physical Address)

= WES AAZHCZ ED AW <O 2-2>9] Display Optiondil

A Update list of packets in real time=S MIAMNFTLD XNs AIEQ XIS HsUH

Automatic scrolling in live captureE X 3ol =Ck.




_|I:I| Xl
Captured Packets
Total 1 %% of total
SCTR a 0.0%
TCZR =T 94 4%
LIDF 4 5 6%
IZrAF a 0.0%%
ARP o 0.0%
O=SFPF u] O.0%:
=RE a 0.0%
MetBlIO= a 0.0%
1P a 0.0%
INES a 0.0%
Cther a 0.0%
Running 00:00:05
Stop
< 2-4>
22 c E= =2 2 m =2 — =2
230l Y F0l okHHES 28 S 20l 2AIA2Z PCA IHAE &= HES
— = cC
— 3] x|
File Bdit ‘dew Capture Analyze  Statistios  Help |
f=2) 5
=) < [z][8] R[«[=]o[F[2] Qla]a] = g
Mo, _ |T|me | Source | Destination Protocol | Info 3
124 1a.1574% 10,125,559, 85 11.175.10.71 TCP 45930 > http [5vN] Seq=0 Acks=
125 16.159624 211.115.10.71 210.123.39. 85 TCP http > 4936 [SvM, AcCK] Seqg=0
126 16.199662 210.123.39. 85 211.115.10.71 TP 4536 > http [AcKk] Seg=l ack=
127 16.199814 210.123.39.85 211.115.10.71 HTTF GET /MLFiles//nateonsanews. a
128 16. 206210 211.115.10.71 210.123.39.85 HTTF HTTP 1.1 200 oK
125 16. 2074471 211.115.10.71 210.123.39. 85 HTTP continuation
130 16. 2074584 210.123.39. 85 211.115.10.71 TP 4536 > http [ACK] Seqg=l70 Ac
131 16. 210767 211.115.10.71 210.123.39. 85 HTTP continuation
132 16.383137 210.123.39. 85 211.115.10.71 TP 4536 > http [ACK] Seqg=l70 Ac
133 23.591759 203.238.2.122 210.123.39. 85 TCP [TcP Zerowindow] http » 4911
134 23.592065 203.238.2.122 210.123.39.85 TP [TcP zZerowindow] http > 4915
135 24.877400 203.238.2.122 210.123.39. 85 TCP [TcP Zerowindow] http » 4907
136 24.877435 203.238.2.122 210.123.39.85 TP [TcP zerowindow] http > 4917
137 30.834645 203.226.253.101 210.123.39. 85 TCP 5004 > 4824 [PSH, ACK] Seqg=2
138 30.834944 210.123.39. 85 203, 226,253,101 TP 4924 > 5004 [PSH, ACK] Seq=lJ
1359 30.539106 203.226.253.101 210.123.39. 85 TCP 5004 > 4624 [ACK] Seq=2466 A7
| ] =)
HFrame 1 (72 bytes on wire, 72 bytes captured)
Ethernet II, Src: 00:50:bf:d0:44:25, Dst: 00:0d:65:C9:1e:7f
EHInternet Protocol, src addr: 210.122.39.85 (210.123.329.85), Dst addr: 210.123.32.13 (210.123.32.13)
User Datagram Protocol, Src Port: 4923 (49237, Dst Port: domain (530
EH Domain Mame System (guery)
0000 00 0d 65 < le 7F 00 50 bF do 44 25 08 00 45 00
0010 00 3a 80 d7 00 00 80 11 cod 82 dz2 Fhb 27 55 dz2 Fh
0020 20 0d 13 3b 00 35 00 26 38 fe be bl 01 00 00 01
0030 00 00 00 00 00 00 03 64 7O 6C 04 62 61 74 65 03
o040 63 &f 6d 00 00 01 00 01 7
Fiter:| /| 4 Expression. .| Clear| Apply |[Hive aprure in progress> P 130 O: 130 M O
<8 2-5>
) o iT = = (=} T i =2 ==
= s 2o = = [=T-T]
OI=0ll NATEONS Z2EZES =1 2= HA0l TCP/IP HAIOtES HOtM 2% &0 2
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SIGHA KtAISI LIEtH 202 N2 e I
| NATEONOl A& =1 = IS =456t
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o ZT2E=S ZOIUHATH AL =X HE=2 HsEs 8L
= P

2 UC
] 1

Stream Content

LSIN 1 medical7o@nate. com eldofsad2d2dsdes0sohl72esdbha7de8050b172e5cdba7des TEZ [ %
LSIM 1 3959275 ...... Coo o dEimmekz ofFjve—t ! 010300415810 shjungOo@hotmail. com 5304095CE &
B2E3CLCTCFFDSDASL2C32E9534 24 AESFS0LAL 3BEES4CHAS1I4BESTE2D0YESSDS FEA4 712 2BCSFC S5 70CDOCDLAG #
COBSZ2G60885DDAGEYDCLESSDAFCEES SCOLIESEYIISDDFSASCESS8D7/CCAF4ESD4 2 21525607 1 ®00p

COMF 2 1546 Op

COMF 2 156 Op

GLST 3 2ap

GLST 3 29k

GLST 3 0 Op

LIST 4 [F

LIST 4 0 18 1101 legnaB2@nate.com 335998 ...... Tegna %00 %00 19821204 20380172 1 1 %00 #»

>

LIST 4 1 18 1101 antrevol@nate.com 434086 ...... 00 200 %00 19790129 %00 1 1 %00k

LIST 4 2 18 1101 olz1@nate.com 922033 ...... OO 0172577349 knight498hanmail.net 198202 F
03 18046723 1 1 %00k

LIST 4 3 18 1100 ejllzé6ll@nate., com 964300 ... vevueenn oo ./ 01693939359 X000 198203 4
24 %00 1 1 %00p

LIST 4 4 18 1101 elmoS598nate. com 1098225 ...... AP R i =] F H20-%20....... »
20, f LLE200 0.0, %200 . .. . 0119?412623 e1m059@nate com 19800509 17100 #
022 1 %OOP

LIST 4 5 18 1101 canlanS®nate.com 1132692 ...... O[%20. .. . %20]%20. .. .%20. ... .. n.. %20 »
........ 32 OB2 0%Z Cweww . Cywior T, cum/carﬂans 01199425335 canlansS@nate. com 19801026 1501110 +

2 1 1 %o0p

LIST 4 & 18 1101 rushin00@nate.com 12593856 ...... %00 01199082913 rushind0@nate. com 198 #
20329 %00 1 1 x00p
LIST 4 7 18 1101 pandalZ@nate.com 1809895 ...... %00 0112056128 hannah2o5@hanmail.net 1 #
9810415 %00 1 1 %00p
LIST 4 8 18 1101 tanseta@nate.com 2263063 ...... [.. ] %00 %00 15780702 %00 1 1 %00p
LIST 4 9 18 1101 redsung798nate. com 46582156 ...... P ~E20AA 011591160324 re
dzung@hanmail.net 19791027 21428826 1 1 %00p
LIST 4 10 18 1101 hihjo90Z@nate. com 51459175 ...... [.o. ]— o %200 ... .. ~!1 01652881317 #
hihjosoz@dreamwiz. com 19790902 23968278 1 1 %00p
LIST 4 11 18 1101 hkseo79@nate.com 5184857 ... vouuns ~ 01191470866 hkseo7o@hotmail.c #
om 19790328 %00 1 1 %00p
LIST 4 12 18 1100 yhaljoo@nate.com 104208643 ..., ...... 20, ... ANy %00 %00 19801115 % #
An 1 wanh i
SaveAs|F‘rim| Entire conwversation (2667 bytes) — |AASCII + EBCDIC ., Hex Dump ., C Amays
Fitter out this stream Clase
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2.2 MSN Instant Messenger Protocol

1) Overview Flow
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2) Connecting Flow
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3) Messaging Flow
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4) File Transfer Flow
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2.3 NATEON Instant Messenger Protocol

1) Overview Flow

hsugyt@ nate.com
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2) Connecting Flow
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3. MSN ct0lE¢eic| &

<MSN 28 4k >

Server  Send Info.  Change Send Info. Change Get Wait for ;
Connection & Server Send ID Status Buddy  message
‘messenger. Send ID  ‘Notification Send PW  ‘Online’ List
HOtmaIlcom Server’ ....................................................... -

G300000606

Buddy Change Challenge Friends’s Send Receive File Dis-
List Status Key Change Message Message Transfer connect
Management Status ................. TYTTTTTT TS
veeeeeeet  SWItCh= punnnnnns
Board

FINA 2 MSN ZZ2E=2E ct0/E22Z2 F8otdE 20 J8l €2 258 #dk

2219 232 0d JtAl WIIKl, SHA, HAESZ FEEUCL
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4. NATEON ciO|Edlel &

<NATEON 2& R4k >

Server Send Info.  Change Send Info.  Change Get Wait for
Connection & Server Send ID Status Buddy  message
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5. PC & HI& M &
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6. Gateway Server

— Mobile Client Z=2&2 H& & Zi0|E2d &Y

LOGN [id] [password]

GRCUP [group number] [group namel
GROUP [group number]
UST [id]l [nicknamel
MSN PROTOCOL
MSG [id] [messaael
MSG [id] [nicknamel [message]
RENANME [nickname]

LOGCUT

l
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l

|

l
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ot

s
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rr
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A ALOIO BH A2 = Gateway AHIF 200 [Metd 2l €2 <0 O
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o
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7. Gateway Server /1&d

7.1 Gateway Servere Z4
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7.2 Gateway Server2 J|& A&
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8. Mobile &}

I
8.1 Ul CIAtel & P&

Filz= Debug " Help

HZc0IHE XS &dAIZIE s A8h €2 =
JIgtHO0l =0t HUE=B= MSN OIATM 0 & =506t
£ Ol=2t UoIE20 E&0ts Uit QUL

ZIISHONAM msn OIwE HEGIHE 210 #2e=2
MBECh HYFAQd MAKEE TFOED SHOHE
£ 2% el Zo oz MBECh 0ol 26t
2 HAM Z20IME  Z2OUAME  LOGIN
[redsung@msn.com] [password] cle ZE2ESS
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C@*r ) fﬂm} 13?}’
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gt T2ME H= KELE: CVS, Ant, JUnit
Clod | 20044 012

[ Ej |
pixle, oleld BX | 820

T A] Java HI&ES EXI= Eclipse

(
24F, 242, 3L XS | Insight | 2003E 053
S, oA 0|ZE | SEATZECXNEEHAR | 20034 118

ESWSETA | 20034 2&

5 [EM] Xtdt 2 JDK 1.4 - SEIGHMIR
dos, 48 2M | thE | 20024 082

6) [&HIOIXI] http://jabook.org — A& Z2 Xidt

7) [ HIOIXIT http://www.hypothetic.org/docs/msn/index.php

- MSN Messenger Protocol

8) [ HIOIXI] http://mobilejava.co.kr — Mobile JAVA Developer community
9) [AHIOIXI] http://789.bz — 28t S& HI4&INH (MSN, AOL, ICQ)

10) [RIHIOIXI] http://itpia.net — Mobile & PDA Programming

11) [*HOIXI] http://ethereal.com — A Network Protocol Analyzer

12) [*IHOIXI] http://eclipse.org — Eclipse.org Main Page

13) [RIHIOIXI] http://www.cvsnt.org — The CVSNT Wiki

14) [RIHIOIXI] http:// developer.wipi.or.kr — WIPI JHZ X HFLIE]
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< 22 1 - MSN Messenger Protocol >

= At

1. MSN Messenger Protocol

2. Command Jl& #*4

3. Notification Server
3.1 Authentication
3.2 Presence information
3.3 Pings / Challenges
3.4 Getting details

3.5 Setting details

4. Switchboard
4.1 Requesting a Switchboard Session
4.2 Getting Invited to a switchboard session
4.3 Inviting Principals

4.4 Message
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1. MSN Messenger Protocol

MSN Messenger protocol2 client 2 server AFOI2] command & &2z REZNH UL
C20IlAd = Notification Server (NS) 2 Switchboard (SB) OIlAl AF2EZ = commandE 2

ol

AtE HZ2 HYSEHCY
HHY command 2 JI& *4E2 &H 2 =, MSN protocol A AFZE 1D A= command
OI8 M2 &9, OlHE Soll &8xl 242 2020

2. command 2|2 34

command = 342 2K+, et Oetlle, Wwiwn2 2 4 =L

23 32 22X 0IF0 [ete= H2t0lE 2 AIX2 TrIiDE LiEtE 2RIt LR Z0IC0H
clientdt server0iil W= TriD o 10 U8 SE 22 serverdt clientOllHl 2= TriD =
SUoIL TriD= 128 AIXGHAM 124 SOt6HH LEEFHCEH

Jdeltt, 2= commanddt Iet0lEHS AIEH2Z TriDE JHAle X2 OtLIM, TriD It 8l=
commandte £ = UL

2t2t0| T2t0lE AOI0lE 38E GtUA S0, 0HXY Oiel0IEHE 3% 201 HIZ Wrwn
Ol 2IXIstCh.

Oteh M2 EYH0UAM >>> Jls= client Jb server Ol EUE HAE0LD, KL Jls=
server Jt client Ol EUl= EEE 2 0I8tHCH

3Hel 22X OlF 0= OtetOIEHE LEtUH =, [] JISE Soil ES St

OtXI% 2= &Ml client 2 server AOIOIA =1Eg= MHHME Sl HENH AIEZH=XE
LIEHHCH

o

3. Notification Server

3.1 Authentication

VER

MSN Messenger protocol version  LIEFLHCE.
oFek ver8 0|2t "MSNP8" 1t "CVRO" XI& ol OF

ro
O

>>> VER [1][2]WrWwn

<KL VER [1][2]Wrwn

[1] TriD

[2] XIRole T2ES BALIAE
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(example)
>>> VER 1 MSNP8 CVROWrwn
<K< VER 1 MSNP8 CVROWrwn

CVR

client 2t OS O] &8t HEEEE =Ll

>>> CVR [1]1[2][3]1[4]1[5]1[6]1[71[8]1[9]wWrWn
[1] TriD

[2] locale ID 2t &t0{ SHEAOOICH S& BHSIt

FHHM UL OlE =0 Korean 2 1042,
English—U.S = 1033 0ICt. 0] HSE 16 "4 LIEFH =D}
? )

O1 2tCF.

un

OS type (“win” & &2 windows £ 20|
OS version (“4.10” € windows 98 € 29|0I)

oY EFE 2l archithcture

(3]

(4]

(5]

[6] client name
[7] client messenger version

[8] always MSNSGR (0l SAI& 0l MSN Messenger client & LIEHHCE)
[8] client passport

<KL CVR [1][2][3][4][5][6]Wrwn

[1] TriD
(2]

(3]

[4] M8 = Ae L version
(5]

(6]

(example)

>>> CVR 2 0x0409 win 4.10 i386 MSNMSGR 5.0.0544 MSMSGS
example@passport.comWriwn

<KL CVR 2 6.0.0602 6.0.0602 1.0.0000
http://download.microsoft.com/download/8/a/4/8a42bcae—-f533-4468-b871—
d2bc8dd32e9e/SETUPIX.EXE http://messenger.msn.comWrn

USR (Initial)

Client 2 server 2t2 o1&
>>> USR [1][2][3]Wrwn
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1
2

(1] TriD
[

(3

[

(

]
] always TWN : authentication system
] always | : initiating authentication

4]

example)

account name

>>> USR 3 TWN | example@passport.comWrwn

XFR

ol

USR(initial) Off CH&t At SEO0ICH
M22 M & (NS29 HZ)s 9
messenger.hotmail.com 2 HAMUS = & XFR EHCH
gateway.messenger.hotmail.com & HZME = XFR & EUWA E=C

XFR Ol=, 0|82 AMbl= 2= &1, S8 NS 0l 58 =, SR GAl 2¢

HE =S AZSHCH

<K XFR [1]112][3]1[4][5]wWrwn

[1] TriD

[2] NS

[3] NS ip:port
(410

[5] 82 ip:port

(example)

>>> USR 3 TWN | example@passport.comWrn

<KL XFR 3 NS 207.46.106.118:1863 0 207.46.104.20:1863Wrwn
/| EE NSZ UAl &, =D & E s

>>> VER 4 MSNP8 CVROWTrWnN

<<< VER 4 MSNP8 CVROWTWn

>>> CVR 5 0x0409 win 4.10 i386 MSNMSGR 5.0.0544 MSMSGS
example@passport.comWriwn

<K< CVR 5 6.0.0602 6.0.0602 1.0.0000
http://download.microsoft.com/download/8/a/4/8a42bcae-f533-4468-b871-
d2bc8dd32e9e/SETUPIX.EXE http://messenger.msn.comWrn
/I USR Z&NX s

>>> USR 6 TWN | example@passport.comWrn
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USR (subsequent USR response)

USR Ol CHet SEO0ICH
<K< USR [1][2][3][4]Wriwn
[1] TriD

[2] TWN

[3] S : subsequent

[4] long string : TWN authentication

0l string & Soll "ticket" 2 2H 1, SHIE ticket 2 AMBHO 2LHOF 2I=0|

===

(example)

>>> USR 6 TWN | example@passport.comWrn

<KL USR 6 TWN S

lc=1033,id=507,tw=40,fs=1,ru=http%3A%2F %2Fmessenger%2Emsn%2Ecom,ct=10627642
29,kpp=1,kv=5,ver=2.1.0173.1,tpf=43f8a4c8ed940c04e3740be46c4d 161 9Wrwn

USR (final)

NN L2 string 2F ticket 2 &O0HLH D, Ol ticket 2 CHAI AHOI 2 WHCEH
NH= SHIE ticketS ZAS Il OK €2 EHLCH

>>> USR [1]1[2][3][4]Wrwn

[1] TrID

(2]
[3]S
[4] ticket

<K< USR [1][2][3][4][5][6]Wrwn
[1] TrID
[2] O

[3] account name

[4] display name

[56] 0 or 1 : passport 2t SHEIJ=RI true/false 2 LIEHHACE.

(610

(example)

>>> USR 7 TWN S t=53*1ThAu8ADUD3TEWdAX0oOMi08sD*2!cMmtTwVMTjoB3p6t
<K< USR 7 OK test@passport.com TEST 1 0 Wrn
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ouTt

NSOIM 20X ol= &ZHEHE ZF0AH RalQ 2Zetol AEE Zel= 20I0h

TriD o Itet0lE It 8l= OUT command £ MBOIA 2EWHE A= SAl HZ22 =0
AAR 2T ot Ol20l= MH &0l &dle 2RIt ULH

HHUM MO CH20l & <0ICH

0ld Z20= MSN OiM= £ & &0l BRHAXE Y &, NHE CH2AI2ICH
Server Shuttin Down & 2l0lot= OUT SSD £ 2Lt

SEM 22, 21002 o U= A TE IA CHAl 22

OlH= original A& 23510, NS = client OlH OUT command € E L.

> 0o
rnr 4o

o
o
=
=)
O

3.2 Presence information

CHG

-

Xl MEE HEGHHLE MEEM AtS S
>>> CHG [1][2][3]Wrn
<KL CHG [1][2][3]wrn
[1]1 TriD
[2] state
Statuses= 3 on-linelt offline2Z LI&Ct.

Ct.

on-line Ol E0IUALHA MEHE HUSMIF JU=0l 0181 ZRLE “hiding" L= "appearing

offline" Olet) £ ECk.
sub-state2= s &= ERIH ULk
NLN - Available

BSY - Busy

IDL - Idle

BRB — Be Right Back

AWY - Away

PHN - On the Phone

LUN — Out to Lunch

(3]

MNEE = A= Jls XNEdotle Z2ESHES &

1,2,4,7,16, 32,64, 128, 268435456(MSNC1), 536870912(MSNC2)
26 A2 et O =XES HollM client IDE 4 SHCE.

(example)

>>> CHG 12 NLN 6Wrwn

<< CHG 12 NLN 6Wrwn

client ID

37




SSE MEES SUA Sl 8552 MES2 dEIE2E &=C0

85 A0 0 FE0IF AISECLDH

LHOE Ot THE AtE el 22 20Iot22 LN & 0l=2 It2t0leH= 25 buddy E20t
ECH

] buddy state

] buddy account name
4] buddy display name
] buddy client ID

(example)
<<< ILN 12 NLN test@hotmail.com test 536870948Wrn

NLN / FLN

nio

g=0 ILN 300t AEHJACHH, 1 0I=0l= NLN &

<< NULN [1][2]1[3][4]wWrwn
[1] buddy state

[2] buddy account name
(3

(4

buddy display name

]
]
]
] buddy client ID

1]
nT
rr
[w

HE== 0|QE 2RI 22T & HAR20= FLN HaE O
<KL FLN [1]Wrwn

[1] buddy account name

(example)

<KL FLN example@passport.comWritn

<<< NLN NLN example@passport.com TEST 12Wrwn
<< NLN AWY example@passport.com TEST OWrn
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3.3 Pings / Challenges

PNG / QNG

ping : MBIL} 22t0IHEN 2ol 2LWHX= command OICh.

ping 2 client pings® server pingsZ L0 &CH

& client pings Ol= PNG / QNG 0l =0 2& command S0IA Jt& 2HEGHCEH.
TriD2t LetOIE JF 8101 AFZ =L,

>>> PNGWrn

<< QNGWrtn

CHL

MHBEOIA Zct0IHEDL AotUA=Xl &2l flol EUll= &S 2 server pings (challenges)
OlH, EJIHOIXl L,

<K CHL [1][2]wWrwn

[1] always 0

[2] challenge string : 20—digit number

QRY

MNHEZERH CHL € 22H Z210IHE= MHOMA QRYE 2L =0{0F StCt.
>>> QRY [1]1[2][3]wWrwn[4]

[1] TriD

(2]

[3] payload length : 0I% 2= byte =5 LIEHHCE.

[4] client ID code : CHL TS0l 2= iHE 'QIP7TW2E4J9R8U3SH'2t &H&l=E
XMelotod QRY 2F &M EH Sttt clieng ID code OI= 0= new line O SALCH.
<< QRY [1]Wrwn

[1] TriD

client ID

(example)

<< CHL 0 15570131571988941333Wrwn

>>> QRY 11 msmsgs@msnmsgr.com 32Wriwn
8f2f5a91b72102cd28355e9fc9000d6e (no newline)

<KL QRY 11Wrwn
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3.4 Getting details

SYN

S
==

>>> SYN [1][2]Wrwn

[1] TriD

[2] version num : 2|AEDJL HHE [HOICH |SOt SOtEICH 001 OFRXRE MEE 210
gl HEE 20I8tCh. client?t serverdt 22 HES JHXILD ULH C|AESE U2ES

2RIt 8L version numQ EH<l= '0 ~2732-1" OIC}.

=J13t ("synchronisation")

o

HEHSO 22 e AHS 8
<K<K SYN [T][2]Wrwn
[1] TriD

[2] version num : clientdt EWH H& B1S

HAEHSIH OEMS MBS Y
<K<K SYN [1]1[2][3][4]Wrwn

[1] TriD

[2] version num

[3] S EHoliU= AR
(4] 2

(example)

>>> SYN 1 OWrwn

<LK SYN 1139 5 4Writn

2oz & I command= SYN command 0lF S et2= command OI|C}.

GTC
S2IIF L2 Folotedd & [ £2= of0F ol=Xl, RLHESH0 et & XS LIEHHCE
GTC command TrIDE E&olXl Z=Ct

List EF 0= &2 4JtXI01 AL

Forward List(FL) : Lt2l buddy listol 20 Xl= ALZO0ICH. 150 Ol&E FIt & =+ SlCh.
Reverse List(RL) : LS FLOI SS8& At

Allow List(AL) : LH &tEll BE0=J|1E 36 e|AE

Block List(BL) : Xt&H&E 2IAE

<KL GTC [1]wWrwn
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[11 A/ N : default = A2 XTI ULC}.

BLP

AL/ BLOI U= AFZ0I EH HAIX MelE HENH & AJXE LIEHHLH

<< BLP [1]Wrwn
1) AL/ BL : ALOI2tH switchboard A& =0iold, BLOIZHYH offlinee & Z2d=C.

= Bs NES LIEHHOH
< PRP [1][2]Wri¥n
[1] BISEY : TS 22 5JtX1Q Et 0l UCH.
PHH — home phone number
PHW - work phone number
PHM — mobile phone number
MOB - are other people authorised to contact me on my MSN Mobile device?

MBE - do | have a mobile device enabled on MSN Mobile?

H

—

fol

(2]

I

LSG

08 2lAEE UIEFHCY.
<KL LSG [1][2][3]Wrwwn

(1] 22 ID
[2] Q20|12
[3]1 0
LST

server = client2 buddy lists &M &= U= 2IAES MESEHH

<LK LST [1]1[2]1[3]Wrwn

[1] account name

[2] nickname

[3] list number
FL:1, AL:2, BL:4, RL:8 OlMH, oY buddylt Xt&lel HHE 2|AEN SoHU=X,
Ol =XEQ 22 2lAE HSIt RHELCH

O I X SYN command 01F S et 2= MFAE0ICE
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(example)

>>> SYN 1 OWrwn

<< SYN 1 139 5 4Wriwn

<KL GTC AWrwn

<L BLP ALWTWN

<< PRP PHH 01%20234Wrn

<< PRP PHM 56%20789WrWn

<L LSG 0 Other%20Contacts OWrWn

<L LSG 1 Coworkers OWrivn

<KL LSG 2 Friends OWrn

<KL LSG 3 Family OWrWn

<L LST principall @passport.com principall 4Wrwn
<L LST principal2@passport.com principal2 10Wrwn

3.5 Setting details

GTC / BLP / PRP

GTCE NEE [ AtESs&tlt.

GTC gt A/N OICH Ol gt2 MHOUA BFR0 =X 230 AFE X 8RO

TriD 2 MZ22dts 2EUl=4 =0
>>> GTC [1][2]Wrwn

[1] TriD

[2] A/ N

<KL GTC [1][2][3]Wrwn

[1] TriD

[2] new version

[3] AP X0 MIE S gt (A/N)
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<K PRP [1]1[2][3][4]wWrwn
[1] TriD

[2] new version

(3] MIEE BHSEY

(4]

Hesg = ¢

[

tol

(example)

>>> GTC 20 AWrwn

<KL GTC 20 200 AWrwn

>>> GTC 21 NWrwn

<KL GTC 21 201 NWrn

>>> BLP 24 ALWrn

<KL BLP 24 202 ALWrwn

>>> BLP 25 BLWrwn

<L BLP 25 203 BLWrn

>>> PRP 55 PHH 555-1234Wrn
<< PRP 55 12183 PHH 555-1234Wrt¥n
>>> PRP 56 PHWWrn

<L PRP 56 12184 PHWWr¥n

ADD

RS Z56|(principals)
>>> ADD [11[2][3]1[4][5]1Wrwn
] TriD

[1

[2] =Dtotede 2IAE X

[3] account name

[4] nick name

[B] FL Ol S=206td2 & M O otoltie z28¢
x X7 S5 Al HSHAIE
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<L [1]1[2]Wrwn

[1] new version

[2] TrID

FLE SEIM2 22 MHZEE BRP commandE full setez S& &=CF.
FLR S=s6t 72D 2201 AEH2HS LN OF 8l =JIAEE ¢ et=C
(example)

>>> ADD 23 FL myname_123@hotmail.com myname_123@hotmail.com 1WrWn

<< ADD 23 FL 1201 myname_123@hotmail.com myname_123@hotmail.com 1WrWn
<K< BPR 1201 myname_123@hotmail.com PHHWr#n

<K< BPR 1201 myname_123@hotmail.com PHWWr#n

<K< BPR 1201 myname_123@hotmail.com PHMWrn

<K< BPR 1201 myname_123@hotmail.com MOB NWrWn

REM

&= ALHIGH|

>>> REM [1]1[2][3][4]WrWwn
[1] TriD

[2] & MotHAE 2IAE

[3] account name

[4] O8ID

<K< REM [11[2][3][4] [5]1Wrwn
[1] TriD
[2] &MotHAE 2IAE
[3] new version

(4
[

5

]
]
] account name

] O8I0

(example)

>>> REM 31 FL myname_123@hotmail.comWrwn

<<< REM 31 FL 1202 myname_123@hotmail.comWrwn
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REA

AMEXE HAGH

>>> REA [1][2]Wrwn

[1] account name

[2] URL QI2EE M22 YUl

>>> REA [1][2] [3]Wrivn

[1] account name

[2] new version

[3]URL QI2EE M22 YUl

(example)
>>> REA 103 mypassport@passport.com new%20nameWrn
<<< REA 103 3055 mypassport@passport.com new%20nameWrwn

ADG

& FItobo|
>>> ADG [1][2][3]Wriwn
[1]1 TrID

(2] 22 O8Y

(310

<K<K ADG 18 4029 MY%20NEW%20Group 4 0 Writn
[1]1 TriD
[2] new version
(3] 22 O8Y%
[4] O ID
[5] 0

5

i3]

]
]
]
]

(example)
>>> ADG 38 My%20New%20Group OWrwn
<< ADG 38 4029 My%20New%20Group 4 OWrwn
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RMG

& ArHIoh)|

>>> RMG [1][2]Wrwn
[1] TriD

[2] O8I0

<< RMG [1][2][3]40 4030 4 Wrtwn

[1] TrID

(2] M22 HEEHS

[3] OEID: 005 AtHoteid of OlefdF eAisHCt,
(example)

>>> RMG 40 4Wrwn
<< RMG 40 4030 4Wrwn

REG

18 08 #aotk)l

>>> REG [1][2][3] [4]Wrwn
[1]1 TrID

(21 O

(3] M22 O&8Y

(4] 0O

<K REG [1][2][3][4] [5]Wrivn

[1]1 TriD

[2] new version
(3] 2

[4] MZ22 08Y
(510

(example)

>>> REG 43 3 My%20New%20Name OWrwn
<K< REG 43 4031 3 My%20New%20Name OWrwn
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4. Switchboard

4.1 Requesting a Switchboard Session

XFR

Switchboard22| M& 2F
>>> XFR [1][2]WrWn

[1]1 TrID

[2] SB

<K XFR [1]112][3]114] [5]wrn

(1] TrID

[2] S

[3]switchboard ip : port

[4] CKI

[5] S20IHED} A/XBEN HZE [ ZRSH 215 &
(example)

>>> XFR 15 SBWrwn
<K<K XFR 10 SB 207.46.108.37:1863 CKI 17262740.1050826919.32308Wrwn

USR

switchboard® HZ 0l ¢IZWH
>>> USR [1][2] [3]wrin

[1] TriD

[2] account name

[3] ¢IE3RE

<K<K USR [1][2][3][4]Wriwn
[1] TriD

[2] SHtZ2 2150l ZACHH OK

[3] account name

[4] display name

(example)

>>> USR 1 example@passport.com 17262740.1050826919.32308Wrn
<K<K USR 1 OK example@passport.com Example%20NameWrm
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4.2 Getting Invited to a Switchboard Session

RNG

CE MEXNZRH Ua RFS EAS M AHZRH 2= EE (no TriD)
<K RNG [1][2][3][4]1[5][6]Wrn

[1] M22 ARIXEE HEUAS A& 1D
[2
[3
[

[

[

]'ip @ port

]
4]

]

]

Kl

O

e
0|>|

nE
5
6

account name

display name

ANS

RNG 0ff CHst 20l ES Se€o=Z MEMH =612 Ch= 2/0|0|CH
>>> ANS [1][2][3][4]wrwn

[1]1 TrID

(2]
[3] ¢
(4]

account name
Ic=

=
X 0|>|

otehel IRO commandE CF 22 0|0 MHRLH OHXIY &0 HAIXI2 ANSE
gh=C},

<LK ANS [1][2]Wrwn

[1] TrID : IRO%t &2 TriIDS Jt&RICH

[2] OK

CHA

IRO

HE MO E= Al 0I0] E50l (e &7 HEE =0
ANSSt 22 TrIDE JtXIM, 010] &0l A= AAEX=2t3 =0,
<< IRO [11[2][3][4][5]1 1 2 bob@passport.com BobWrwn

[1] TriD

[2] command #=0t2 &tLIA SIHSHCE.

[3] IRO command &l =
(4
(5

buddy account name

]
]
]
]

buddy display name
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HHE Soll Getting Invited to a Switchboard Session W& S CtAl &2l &tCt.
(example)

<< RNG 11752013 207.46.108.38:1863 CKI 849102291.520491113
example@passport.com Example%20NameWrn

.... Client Connects to 207.46.108.38 1863 (Switchboard)

>>> ANS 1 test@hotmail.com 849102291.520491113 11752013Wrwn

<KL IRO 1 1 2 example@passport.com MikeWrn

<KL IRO 1 2 2 myname@msn.com My%20NameWrwn

<KL ANS 1 OKWrn

4.3 Inviting Principals

CAL

HE AHO &2FIHE MBI FE M
>>> CAL [1][2]Wrwn
[1] TriD

[2] =05t = &9 account name

<KL CAL [1]1[2][3]wrvn

[1] TriD

[2] RINGING

[3] Ol switchboard®l session ID

JOI

ZE &R HEAMHN S = 2
<L JOI [1]1[2]Wrwn
1) Ol MI&EO &DJt6ted= account name

2) display name

nio

224 =Ct. (no TrID)

OIHE Sl Inviting Principals 2t& S & 2|stCt.
(example)

>>> CAL 2 test@hotmail.comWrin

<< CAL 2 RINGING 11752013Wr¥¥n

<KL JOI test@hotmail.com testWrin
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BYE

RO AIAENA LIS M UHHA AMASAE0H BEWXse HEE (no TriD)
<< BYE [1]Wrwn

[1] MEMA MeE account name
(example)
>>> OUTWrwn // test@passport.com AFZXIIF AB A 2= command

<K< BYE example@passport.comWrwn // &N A LIHA MEXUHAH BEUWXle 24

4.4 Message

MSG

AN HAXE B M A ES = 2|
>>> MSG [1][2][3]Wri¥n

[1] TrID

[2] SClEIY U/N/A

N: OIAIXIOE TS 3 NAKE 21 4838 ER= R X g=U
A HIAIXIOE d33S 39 ACKE 210 A =S 3 NAKE Z=0

[3] payload 20|
Ol=2 MSG2 payload Jt =CLCt.

(example)

>>> MSG 4 N 133Wriwn
MIME-Version: 1.0Wrt¥n
Content-Type: text/plain; charset=UTF-8Wrwn
X=MMS-IM-Format: FN=Arial; EF=I; CO=0; CS=0; PF=22WrW¥n
Writdn

Hello! How are you?
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<82 E 2 - NATE On Messenger Protocol >
= Xt

1. NATE ON Protocol

2. Command Jl& #*4

3. =J| &% AH
3.1 Authentication
3.2 Getting details
3.3 Setting details
3.4 Presence information

3.5 Ping

4. (et AZE AlH
4.1 Requesting a conversation Session
4.2 Inviting Principals
4.3 Getting Invited to a conversation session
4.4 Message
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1. NATE ON Protocol

client= NATE ON &=g <2I6t0 dpl.nate.com(203.226.253.91)0fl TCP/IP2l EEHIZ &%
StCt. port= 50040112 version 2 &M client 2.0 versionO|Ct.

MSN 1= Ct2H NATE ONOll =g = U= HE2 nate.com L= lycos.co.kr #0|Ct.
CtE2l command €2 2102 WEFH, HAIX ESHENK =XNHH2Z LIZsh 10| XI et
AHMZ command £ 0l =AUZ =1 2= J2 OtLICH.

Command S2 HISJIE2Z HMel&1 AL Clientd otLtel commandOil CHoll Bt

(=
Al server 2l SE0| JA00F ThE HE0l M= A2 OtLict= 2/0/0ICH

2. Command J|& 74

NATE ON command = 442 2Xtet Iiet0lH, Wiiwn2E RAE L,

B UM Iet0lHE= TriDE UEIUD, 128 AIXGIA 14 SItstC.
/2 command JlZ2dl 4F2, 512 MSNIt S 0otC}.

OLY GIXIXl &2 22 Hmetllee --'2=2 HAIGHAL

3. &I 85 AH

3.1 Authentication

PVER

H&E E2E A&
>>> PVER [1][2][3]Wrn
[1] TriD

[3] client version
<< PVER [1][2]WrWn
[1] TrID

[2] client version
(example)

>>> PVER 1 2.25 2.0Wrwn
<K PVER 1 2.0WrWn
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AUTH

ol HEE AL

>>> AUTH [1][2]Wrn

[1] TriD

[2] DES

DES (Data Encryption Standard) ; OIOIE 233 HE&F

DESE= JHQl 3JIE AI2ot OIOIEHE 2Sstole YBOZA g2l AIEE0, DESHE=
72,000,000,000,000,000 (72& Z=)JH OlAQl 25 It AEEl= 240l Jbs0tC.
& 2 HIAIKIS <18 J1=, OIZH 2UUHE &9 I SUMN A= L&
CIZ JHe19| 255 Sl DIXIIXNZ, SAXL £AX € 2F= S2e o IIE 20,
ArZ GHOFsHC

<K AUTH [1][2]Wrin

[1] TriD

[2] md5

(example)

>>> AUTH 2 DESWrwn

<KL AUTH 2 mdsWritn

REQS

Server Ol client &= RE S|

>>> REQS [1][2] [3]writn

[1] TrID

[2] DES

[3] client ID

<K<K REQS [1][2][3][4]Wrn

[1] TrID

[2] dD .......

[3] =& ip

[4] =€ port

(example)

>>> REQS 3 DES test@nate.comWrwn
<K<K REQS 3 dp12:43799 203.226.253.171 5004Wrwn
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LSIN

MZ& HZ5D|

MNHZ 22 IP2L PORTE JtXI1) MZ2 &=(Socket &
(MSNS| HE&g delX DS HAUAM NS &E%2
M=Z2 IP2t PORTS &== st FHOl Xtal2l D24
>>> LIST [1]1[2][3][4]Wriwn

[1] TriD

[2] client ID

[3] encoded password

[4] TE3

<L LIST [11[2][3][4]1[5]116][7]1[8]Wrwn

1 TriD
oHel

/\I}Hl

Ct.

My
i )
o

ro ﬂ”
|:J !
ﬂ

=l PasswordE 2 HCH.

2]
3]
4]
5]
]
]
]

il
N

nickname : C

© 2 AMEX0IGH Rlel 2 b =01 &L

tol

ro

JHQIEH

fol

oin
M40

o

ol

|
g F HUAMIIE %20 22 H A

==

2
N
i
I

6
7
8

=
0
on
Ju

()

118

g 2 E-mail =4

[
[
[
[
[
[
[
[

(example)

>>> LIST 1 test@nate.com €21420f243b8050dba324|do83e TE3Wrn

<KL LIST 11098225 £2Z = test%20test 01234567890 test@hotmail.com
169B84B70A9969F4452019A383CEF8D00326CA8741A1FBBC28C76A17E11603E6D5EF33
8D465F82E982FDB2EA0251BFOED281EE17E3B086B6C825452D0850F 1E3B408BCC1C38
EABBE 17100022WrWn

3.2 Getting details

CONF
E 230 st 22
>> CONF [1][2][3]Wriwn
[1]1 TrID
(2] -
(3] -
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<<< CONF [1][2][3]Wrwn
[1] TriD

(example)

>>> CONF 2 127 OWrwn
<< CONF 2 127 1Wrtn

GLST

ol

KAOA S5 S0 U= GROUP LISTOI CH

>>> GLST [1][2]Wrtwn

[1] TriD

[2] OSClAE HEE LEtH=E =Xt
Ol =Xt= 128 AIEGHH, XHalel S0l st Hstot AS [HOtCH Hatetlt
O FIb Mole =Xt 28 ZOtct0, 08 A H A= =Xt 14 SIHEtCE.
8= 0l =Xt ZAdt == Ct.

Client 2t serverl ISclAE BSIt 22 ER0= UAl 2EHE 220t 8iCH

0lgd 222 MY Ssg2 tsu

<KL GLST [1][2]Wriwn

[1] TriD

[2] MHS0A JtXD Jqs S elAEH Ut =Xt

<K GLST [1]12][3]1Wrwn

[1] TriD

server22H 2= F e HAxtE=

%

Al #=C+ NATE ON 2 JI&t CheFet &

EEE 2UHELCH

r
0

0X Ol

e
[—

mo g2

mU
o

rr

Jb 2 S0l GLST ol thet E2Jt S0 =C.

[1] TriD

[2] MEHDF DX e Mze O82AE HaE
<K GLST [1][2][3][4][5][6]1Wrwn

[1] TriD

(2] & 08 = = 8 2AX
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(3] &d 08 =
[4]Y/N: Q&0 &M 20l=Xl,

2 USACHE AH MO StHSE, MBHE AHE JIXID QUCH

[5] 08 s : 0lF LIST E2ol 12HM Li2t0IEe 08 HaE Sofl e ALS XL
HE JOS0 f*AXlct=Xl & = UL

[6] O& oI

(example)

Server ot client 2 Jd&clAE BSIt 22 &2

>>> GLST 3 10Wrtn

<L GLST 3 10Wrwn

<L GLST 3 0 OWrwn

Server ot client 2 Jd&clAE BSIt (HE &2

>>> GLST 3 13Wrwn

<<< GLST 3 331Wrwn

<K< GLST 303Y 0 GROUP1

<K< GLST 313Y 104 GROUP2

<<< GLST 32 3N 264634 0

LIST

clientdt serverOl Al At&l2l buddy listE RE &L

>>> LIST [1]Wrwn

[1] TriD

<L LIST [11[2]103][4][5][6]1[71(8]119][10][11]1[12][13]Wrwn

[1] TriD

[2] list & & <X : [3]Y Het0lef= &M buddy =5 LIEILHE=O, 02 14 SOt
Gt LIEHEHCEH

[3] list & == : Lt2 buddy list & =5 LIEFHCE.

[4] AHEXY 2IAE X
cIAEE= MSN I DIEDIXIZ 4012 A4S0 UL
4042 =X2 OIR0HM U=dl, 222 =Xtes 2IAE StUAE 2 0lett
1019 oY CIAEN EZ&T0 UCtsE 2010112, 0 01H HE2lAEM EZ&TH UX
2Ch=  20l0ICt. 2lAE= FL(Forward List), AL(Allow List), BL(Block List),
RL(Reverse List) =22 | XI&tC}.
HE S0 0011 Olct®H FLLH AL Ol= SIXIGHA 21, BLIH RL O |IXIctD U=




SI0I0ICt. Ol=d0l 2/0lot= Bh= 0011 1 & U LiS clAEN = 8IQH,

el &&= = & Q= AEH0IL, Lo HEHE HE0IH, dUg0Hs Wit SSE0
2 C

UCt= 240ICH OlN2 Wt ATHYS XEE S0l AXSIASES 2018t
[5] buddy ID
[6] JHOl DR S
[7] &H SEX 0I5
[8] nick name
[9] SE¢&t HEE HS | SEOHK LUS ER %0022 HAIE.
[10] S8 HY T4 : SSolkl LUS B %0022 HAIE.
[11] &X SEXS Mg
[12] 08 ¥5
[13] 1
(example)

>>> LIST 4Wrwn  /* LIST TrID */

<KL LIST 404 1101 testl@nate.com 335998 -

<KL LIST 4141101 test2@nate.com 1098225 -
<KL LIST 42 4 1101 test3@nate.com 4662156 -
<KL LIST 4 3 4 1101 test4d@nate.com 1928402--

3.3 Setting details

CNIK

Falo atdEE HEE i MHMA Ele ZBE A O0IC
>>> CNIK [1][2]Wrn

[1] TriD

[2] new nick name

<LK CNKI [ 1Wrwn
[1] TrID

RENG

KAlol HEOZIAEN U= O8HS HIEM MHMH EHs HHOO0ICH
>>>RENG [TrID] [serial_num]
[11TrID

[2] serial number

[group_index] [group_name]
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[3] group index

[4] group name

<< RENG [1][2]Wrtn
[1] TriD

[2] serial number

ADDB

ARE FOte M AHOIAH Ellzs BEOOICH

L= &P E xttot, Xet oA & oS ArSEC
>>> ADDB [1]1[2][3][4]1[5]Wrwn

[1] TriD

[2] List ( AL/ FL/ BL/ RL)

Aot 2= [BL], MY diMole df= [ALIZ EF6tH &0
[3] me OIS

[4] FDtote &0 ID

[5] 0

<< ADDB [1][2][3][4]WrWn

[1] TriD

[2] group number

[3] buddy name

[4] serial number

RMVB

HE AMEYE M AHOUH Ellzs BEOOICH
>>> RMVB [11[2][3][4][5]Wrwn

(1] TrID

[2] List (AL/ FL/ BL/ RL)
[3] group number
[4] buddy id

[5] 0

<KL RMVB [1][2]Wrwn
[1]1 TriD

[2] serial number
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RMVG

a8s AHg

 AB0IH 2= S0 0ICH

— O o

Al il
OES MAE e hg D20 Sots AFEXIF 812 E 210 0F
(2

>>> RMVG [1]
[1] TrID

[2] serial number

1[3]1Wrwn

[3] group number
<K RMVG [1][2]Wrwn
[1] TrID

[2] serial number

3.4 Presence Information

rol
o

ONST

Aalol S AEHE MBI LHAEC

>>> ONST [1][2] [3]WrWwn
[1]1 TrID
[2] &Ef EAl

O: =2ct2l
SR el
Atel

f

ol
—

==

o 00

o [

o oy O
40 00

OfH

oM tou
fon

INFY

BT 22tel HEi0l A= buddyll listS
[

<K INFY [11121[3114115]1[6]1wrn
1 TriD

[1

[2] buddy ID

[3] ACHEESl S TH AEH

(410

(5] MYE &5 0|8 : ™K LU
(6] 1

=13
=

=Ct.

B2 %0022 HAI=CL.
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(example)

>>> ONST 5 O 0 %00 1

<K<K INFY 0 testi@nate.com A 0 %00 1
<KL INFY 0 test2@nate.com O 0 %00 1
<LK INFY 0 test3@nate.com O 1 FILE 1

NTFY

MZ 292 &= buddydt JUCHHE NTFY

T= U dEHE20 HEE WS NTFY &

<K NTFRY [1]1[2][3]1[4]1[5][6]Wrwn
1 TriD

[1

[2] buddy ID

[3] &fCHESl STH AHEH

(410

(6] e 4 0I5 @ 4FGHX EUsS
(6] 1

(example)

<KL NTFY 0 you@nate.com O 0 %00 1

==

o o=

B %0022 HAI=CLC.

SoilA 2
g0l 2Ct.

=L

NNIK

ACHE Sl THetE Ol
<K NNIK [1][2] [3]Wrien
(110

[2] buddy ID

[3] new buddy nick

HIZUS I MHZ2RH 2=

SH0ICH

3.5 Ping
PING
oA A2 SO & XEQ| s AR, serverOlA ping B}

ClientE ping2 &
<KL PING [1]Wrwn
>>> PING [1]Wrwn
[1] TriD

M
Mo
o
Q
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4. O3t A& MH
4.1 Requesting a conversation Session

RESS

Client= U2tE otJ o MHOMA et ME=S Q&ESHCH
>>> RESS [1]Wrwn

[1] TrID

<K< RESS [1][2][3][4]Wrwn

[1] TrID

[2] THatE 9I8t IP

[3] PORT

[4] Key : O keyE SollAd Uiat A& &EOtE £ QUCH

(example)
>>>RESS 6
<LK RESS 6 203.226.253.143 5004 31407D017204A017651BF004F38D0

4.2 Inviting Principals

CTOC

Client TO Client

Client Jt client GiIH 2= S EO0ICH
>>> CTOC [1]1[2][3][4]WriAmn

[1] TrID

[2] buddy ID: O] E¥s &= %2 ID OICH
[3] N

[4] byte length © O =X OI=0 U= FH byte ==0IC}.

& CTOC Ut30ll byte length 2t3 CHE FH0| FIMGECL.

L2 RHO CTOC SEE 22 #40IH, [2]/X2 ID = &4 2L
BFOF client A Jt client B Ol X CTOC FHS ELULHH A2F BAIOI2] CTOC Z& ALOIO
Mol ID = BS ID Jt E L

=
e
A

(=}




20A RESSE SoiM MHZFH HZEZ2 IP2 PORT, KeyE ALSEHCH
CTOC E& F ol ?AXISHCt.

>>> INVT [1][2][3][4]Wrwn

[1] Xt&lQl ID: =UGtH = buddy®l 1D JF OFLICH.
[2] IP: RESSE Sdil MLEE IP

[3] PORT

[4] KEY

REQC

AUES Ao st NE2=2 =CHot, [talel EEE HU0A MLEHT
CTOC E& F ol ?AXISHCt.

>>> REQC [1]1[2] [3]WrWwn

[1] NEW

[2] Rt&lQl P @ PORT

[3] Rt&lQ D & -

CTOC E& F ol ?AXISHCt.

<K< REQC [1][2][3]wWrwn

[1] RES

[2] &0HESl IP: PORT

(3] &CHZES ID: -

ENTR

et AN HZBEASS AHOUIA LAEC

>>> ENTR [1][2]1[3]14] [5]1WrWn

(1] TrID

[2] Xt&lol 1D

[3] nick name

[4] O

[5] key

<K<K ENTR [1]Wrwn

[1] TrID

JOIN

i3t @Fst A0l Y st AEN HZBEASS LAFC
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<K< JOIN [11[2][3]1[4]1wWrwn
[1]1 TriD
ACHEROl ID

[2]
[3] AHHELS| nick name
[4]

4] A0igtol 018

OIMIZE Soll st NS QAN HZ5HD, AHE0|l 26t A XM tHatdt Jisst
DR AtEE MH2C.

(example)

>>> RESS 6

<KL RESS 6 203.226.253.143 5004 31407D017204A017651BF004F38D0

>>> CTOC 7 you@nate.com N 73

>>> INVT me@nate.com 203.226.253.143 5004 31407D17204A017651BF004F38D0
>>> CTOC 8 you@nate.com N 53

>>> REQC NEW 210.123.39.84:5004 me@nate.com:5560

<KL CTOC 9 you@nate.com N 53

<<< REQC RES 210.123.39.86:5004 me@nate.com:5560

>>> ENTR 10 me@nate.com ME 2 & 31407D17204A017651BF004F380D0

<K ENTR 10

<K< JOIN 11 you@nate.com YOU &0l

4.3 Getting Invited to a conversation session

USER

SUHLLZRH UHethEz =i2es 3%, Wit =lcte L2 Hel Hl=otlh
ENTR Zd= Sofl Lot Uik A& B0 ASS MBI 22l LS, USER 8=
Sofl M UatMEN A= buddy E2E LI 2H =L

<K<K USER [1][2]1[3]14]1[5][6]Wrwn

rr
X

11 TrID

2] N&E ZE0XA Bs &M Z0 XA
3] N&el &M &0t

4] H0oigt

5]

6]

uddy nick name

[
[
[
[
[
[ uddy 0l

1]
L=,
o
o T T
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nz

HHME Sl et MEN 2F EUAS 22, &M et OIFAH XJINKIS HES
&TH=C.

(example)

<KL CTOC 1 me@nate.com 72

<< INVT me@nate.com 226.253.143 5004 283B74E116F80B7C523F004F2E47
<KL CTOC 1 me@nate.com 53

<<< REQC NEW 210.123.39.86:5004 me@nate.com:13901

>>> CTOC 2 me@nate.com 53

>>> REQC RES 210.123.39.85:5004 me@nate.com:13901

>>> ENTR 3 me@nate.com test 22 & 283B74E116F80B7C523F004F2E47
<K< USER 4 1 1 you@nate.com YOU &0l

<KL ENTR 1

QuUIT

rr
02
0
=
o

artgtol &
<KL QUIT [
[1] TriD

[2] buddy ID

0ot UGS st MENA L2 M 2=
11[2]Wrwn

4.4 Message

MESS

Incoming message®t outgoing messagedt A =0, 22 FH2 SL6tC
1) Typing AIZHE O

>>> MESG [1][2][3][4]Wr¥n

[1]1 TrID

[2] client ID
[3] TYPING
[411/2
2) AN HAXE 885 & W
>>> MESG [1][2][3][4]Wr¥n
[1] TrID

[2] client ID
[3] MSG
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[4] Message 274
%09E PE2XZ o0, MAIXICS HEE LIEFHCE
[2ZEE]%09[Z2 M 2H]%09[ 2 M AEN]%09[ & H OIAIXI]

3) OIZ2EI2 && & M

BIAIR && et R&01 23, X HAIXS X0 /OI2EI2 0I1S/ 0l FAXISHC

(example)

MESG 6

MESG 7 MSG =2 & %090%09%092tEGtHI R %20EI A E S LI LY.
MESG 7

MESG 8 TYPING 2

MESG 8

MESG 9 TYPING 1

MESG 9

MESG 10 MSG =& %090%09%09/4 &/

MESG 10
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< 22 3 - Gateway Server — Mobile Client Protocol >

= At

1. Gateway Server — Mobile Client Protocol

2. Command Jl& #*4

3. Mobile Client OlAl GatewayZ BlUies ZZ2EES
3.1 ¢l
3.2 2_10t=
3.3 U=ty #&

3.4 ofid _1

i3]l
|O

| cIAE

3.5 HAIKX &5

4. GatewayOll M Mobile Client2 2 W= Protocol

41 & clAE 85

42 A7 2= Mz

4.3 MIAIX &
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1. Gateway Server — Mobile Client Protocol
Gateway Server — Mobile Client Protocol® Client2t Gateway Server AFOl2] command<

degoez AHTAHUCE. TS0 M= Mobile Client Db Gateway Serverg 2UW = command

E AF g2 AYEth. 1 US Gateway ServerJdt Mobile Client2 EWl= commandE &t
8 23 MG,

MM command?l Jile2 A& &4H 2 F, MM MZES Gateway Server — Mobile Client

Protocol2 command2l 0§ AR &9, HHE Sl 2d=S L0t=C4.

2. command J|& 74

command= 8 JHSl EXtet & Nl Hmet0leH=Z2 & T UL

commandJt & JHel 2Xtel A2 Z2HHL0A TH3! HIES ZZ6tI| ?Ioi AOICH

2 E commandlt CHE T2t0IE S JH4E JIXD USB, Li2t0IEIE gl 2R QUCH
st HOIERIOIZ dM&8H command? HOIEHO0IDF S€8t commandit 22X %22 =2
ULCH 2t Iet0IEH= BHez F2E 0

JHel command OI&0l= LIi2tOIHE LEtLH =, [] JISE S E&&HC. OtRYe =z
ANz =1 22 HME Sol HEH MEBZ=XE LIEHHCE.

H

o

rr

3. Mobile Client OlA GatewayZ 2U= Z2ES
3.1 £21¢!

Mobile ClientOl M Gateway Server2 =102 RESHLL. Gatewayllld Bl == SH

SiCt.

flo

>>i[1] [2]
(111D

[2] Password
(Example)

>> i redsung@msn.com red1212

3.2 210t=

0]

-

Mobile Client0llAl GatewayZ Z10tz= E &Ll 2001 OFEINIZ AMHUHAS SE
2 8, Wtetiie= 8l

>>0
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(Example)
>>0

3.3 tatd #3F

r

Mobile ClientOll M GatewayOl ClientJt AtEot= YUY HEZ QLASIC AHUHAS

[
[1] HHEE Y
(Example

>>r =240l

3.4 ol 082 2AE

g
Mobile Client?} GatewayOli il 4€ist 1Eo| 2| AES QEBCH MetIEE 00 2D
S £X2 Jlo5tn UCHH D80 222 2FH0. 2F

= 15 88z, S0 oot
=13

= J
2 Gatewaycs 70l %ot | EEd= Sol SE= ol=Ch.

>>g [1]

[1] Q¥s6te 0829 94

(Example)

>>g

<< | legnal004@hotmail.com (f)AIAE X(f) 01
<< | shjung@hotmail.com (A Z==&2tH0|H A)
<<'| elmo8059@hotmail.com J+0ll & ¢l Ot

3.5 BIAIXI &=

$0

nio

m

= F0A HAIKE 8 & XS QF e et
St= OIIAIXIOICY.

Mobile Clientt GatewayOll &3
(H3tE Sdt= AF2XHet ot
>>m [1] [2]

}
At
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i
[0
_O'j
rr

(1] CHat ANEXO 1D
[2] MLBIAXE ot= OIAIK
(example)

>>m legnal004@hotmail.com 2+

4. GatewayOl A Mobile Client2 E W& Protocol
41 18 elAE M

g

Mobile Clientdt 21010l &36tH Gatewayldt Client2 &&8HCH 15 ¢to
Cleintot QEGH| &NtKl= d&

g ltl[2]

(1] 28 ¢

[2] O& 0I&

(Example)

Kgh &XX

4.2

al

2 e2=d

[

Ok

otXl =l 08 3%t 118 015 MHE AIA &

Mobile Clientot 11§ ¢t 2|AESE QALY [ Gateway)t SE2Z 22U RF s
elAEES ClientOl Al M&8HCH 2001 HHU= AHESl elAERS MESoHEL
<< [1] [2]

[1] 232 Z0JA= AFES otolC]

[2] 2302 /A= AFES HUlY

(Example)

>>g

<< | legnal004@hotmail.com (f)AIAEX(f) 01
<< | shjung@hotmail.com (M Z==&2tH0|H A)
<< | elmo8059@hotmail.com I+0I =&l 0t

(=}
=
-
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4.3 BIAIXRI &=

m
Mobile ClientJt CHSIE & & AU SEOILE, CHE AIZXDF ClienttlH HH GSE 2
HM2 B2 Gatewaylt ClienttllH EUH= &€ WIAIXIOICH Clientol HIAIXIE ASE [HeF

gel HUIgES &0l d&oEC0. Clients YUIES MEGHD UK @Il W=0ICH EEdct=

HUulg=2 3¢S MHGHH 82 A2 ME5EHL

<<m [1] [2] [8]

(example)

>>m elmo8059@hotmail.com €+&!

<<'m elmo8059@hotmail.com 0l =cllOt 2eiBt0] O™
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